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LightSEC 2025 promotes and initiates novel research on security, privacy, and trust issues
related to applications that fall under the umbrella of lightweight security. The term
“lightweight” refers not only to conventional constraints on metrics such as computational
and communication complexity, execution time (both throughput and latency), power,
energy, area, memory capacity, and bandwidth, but also to constraints concerning the
sizes of ciphertexts, public and private keys, and the compactness of proofs in zero-
knowledge protocols.

LightSEC 2025 enthusiastically welcomes papers on algorithms, protocols, techniques, and
their secure and efficient implementations for applications utilizing advanced
cryptographic algorithms such as homomorphic encryption, zero-knowledge proofs,
secure multi-party computation, cryptographic consensus protocols in blockchain
applications, threshold cryptography, and post-quantum cryptography.

The conference proceedings will be published in Springer-Verlag’s LNCS series. 
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IMPORTANT DATES

Funded by the European Un�on. There w�ll be no reg�strat�on fee. V�ews and op�n�ons expressed are however those of the author(s) only and do not necessar�ly reflect those of the
European Un�on, European Comm�ss�on or European Research Execut�ve Agency. Ne�ther the European Un�on nor the grant�ng author�ty can be held respons�ble for them.
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Des�gn, analys�s and �mplementat�on of l�ghtwe�ght, fast, low power or
compact cryptograph�c schemes and protocols
Cryptograph�c hardware development for constra�ned doma�ns
S�de channel and fault analys�s and countermeasures on constra�ned dev�ces
Eff�c�ent and secure post-quantum cryptograph�c algor�thms w�th spec�al
emphas�s on s�de-channel and fault attacks; analys�s and countermeasures. 
Secur�ty and pr�vacy solut�ons for 5G/6G networks and beyond
Secur�ty and pr�vacy solut�ons for IoT.
Fast, eff�c�ent and secure accelerat�on solut�ons for cryptograph�c algor�thms
and schemes
Cryptograph�c solut�ons for RISC-V ecosystem
L�ghtwe�ght solut�ons for pr�vacy-preserv�ng mach�ne learn�ng on edge
dev�ces
Eff�c�ent cryptograph�c solut�ons for blockcha�n appl�cat�ons and �ts
ecosystem 
Formal methods for analys�s of l�ghtwe�ght cryptograph�c protocols
AI for cryptography
Secur�ty and pr�vacy �mpl�cat�ons of AI
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Sess�on on Latt�ce-Based and Advanced Cryptograph�c
Algor�thms: 
We w�ll have a spec�al sess�on on the follow�ng subjects,
wh�ch are supported by enCRYPTON project
(https://www.encrypt-on.com/), funded by European Un�on
through the Tw�nn�ng Project 101079319.

Secure and eff�c�ent �mplementat�on of latt�ce-based
crypto and homomorph�c encrypt�on
Secure and eff�c�ent �mplementat�on of post-quantum
cryptograph�c algor�thms and schemes
Accelerat�on of homomorph�c encrypt�on schemes and
zero-knowledge protocols v�a ASIC, FPGA and GPU
solut�ons
Fast, eff�c�ent and compact of new generat�on 

  zero-knowledge algor�thms
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